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Introduction

These release notes provide clarifications and explanations for the XFS MIB parts of the CWA 16926. When a XFS MIB part is updated for functional changes then all clarifications contained in this clarification document at the current revision level for that XFS MIB part will be incorporated into the new revision.

The clarification will be incorporated into the appropriate section and be printed as bold and underlined.  In any case where the clarification affects the MIB itself, the updated MIB has been embedded in this document.
Generic Clarifications

No clarifications available.

Architectural and Implementation Issues

No clarifications available.

XFS MIB Architecture and SNMP Extensions – Programmer’s Reference

No clarifications available.

XFS MIB Device Specific Definitions
Personal Identification Number Keypads (PIN Pads)

Class Name

PIN

Clarifications for xfsPINCapabilitiesTable: Capabilities:

…

xfsPINCapabilitiesKeyEncKeyRestrictedSecureKeyEntryUses (45)
Specifies one or more usage flags that can be used in combination with the WFS_PIN_USERESTRICTEDKEYENCKEY usage flag for the Restricted Secure Key Entry based loading method. Valid values are the same as for xfsPINCapabilitiesKeyEncKeyRSAAuth2PartySigUses.

xfsPINCapabilitiesCRKLLoadOptions (46)

Supported options to load the Key Transport Key using the Certificate Remote Key Loading protocol; a combination of the following flags:

	Value
	XFS Name
	Meaning

	0x0001
	WFS_PIN_CRKLLOAD_NORANDOM
	Import a Key Transport Key without generating and using a random number.

	0x0002
	WFS_PIN_CRKLLOAD_NORANDOM_CRL
	Import a Key Transport Key with a Certificate Revocation List appended to the input message. A random number is not generated nor used.

	0x0004
	WFS_PIN_CRKLLOAD_RANDOM
	Import a Key Transport Key by generating and using a random number.

	0x0008
	WFS_PIN_CRKLLOAD_RANDOM_CRL
	Import a Key Transport Key with a Certificate Revocation List appended to the input parameter. A random number is generated and used.


xfsPINCapabilitiesExtraCapability (100)

It contains vendor dependent additional device capability information as an OCTET STRING.  The information is returned as a series of “key=value” strings.  Each string is null-terminated, with the final string terminating with two null characters. An empty list may be indicated by two consecutive null characters.
Clarifications for Appendix A – PIN MIB sub-tree
-- ***********************************************************************

-- PIN Device Capabilities Table 

-- ***********************************************************************
…

        xfsPINCapabilitiesKeyEncKeyRestrictedSecureKeyEntryUses
          Integer32,

        xfsPINCapabilitiesCRKLLoadOptions
          Integer32,

        xfsPINCapabilitiesExtraCapability

          OCTET STRING

…

    -- 1.3.6.1.4.1.16213.2.4.1.7.1.45
    xfsPINCapabilitiesKeyEncKeyRestrictedSecureKeyEntryUses OBJECT-TYPE

      SYNTAX Integer32
      MAX-ACCESS read-only

      STATUS current

      DESCRIPTION

        " Specifies one or more usage flags."

      ::= { xfsPINCapabilitiesEntry 45 }
    -- 1.3.6.1.4.1.16213.2.4.1.7.1.46

    xfsPINCapabilitiesCRKLLoadOptions OBJECT-TYPE

      SYNTAX Integer32

      MAX-ACCESS read-only

      STATUS current

      DESCRIPTION

        " Specifies one or more load option flags."

      ::= { xfsPINCapabilitiesEntry 46 }
    -- 1.3.6.1.4.1.16213.2.4.1.7.1.100

    xfsPINCapabilitiesExtraCapability OBJECT-TYPE

      SYNTAX OCTET STRING

      MAX-ACCESS read-only

      STATUS current

      DESCRIPTION

        "Vendor dependent additional device Capabilities information."

      ::= { xfsPINCapabilitiesEntry 100 }

Clarifications for Appendix B – C-Header files
…

/************************************************************************

*                                                                       *

*  MIB Variables for the Capabilities Table                             *

*                                                                       *

************************************************************************/

…

#define        xfsPINCapabilitiesKeyEncKeyRestrictedSecureKeyEntryUses (45)
#define        xfsPINCapabilitiesCRKLLoadOptions                       (46)

#define        xfsPINCapabilitiesExtraCapability            (100)

Item Processing Module

Class Name

IPM

Clarifications for xfsIPMSubDeviceTable:

…

xfsIPMSubDeviceMBStatus (14)

It contains the status of the media bin. Allowed values are as follows:

Value









Meaning

xfsIPMMBStatOK(12)
The media bin is in good state.

xfsIPMMBStatFull(23)
The media bin is full.

xfsIPMMBStatHigh(34)
The media bin is almost full (threshold)

xfsIPMMBStatInop(45)
The media bin is inoperative.

xfsIPMMBStatMissing(56)
The media bin is missing.

xfsIPMMBStatUnknown(67)
The media bin is unknown.

xfsIPMMBStatEmpty(78)
The media bin is in a good state and is empty. This is only reported where xfsIPMBinCapabilitiesMBItemSensors (6) = TRUE

Clarifications for Appendix A – IPM MIB sub-tree
--  ********************************************************************

-- IPM SubDevice #defines 

-- ********************************************************************

…


IxfsIPMSubDeviceMBStatus ::= INTEGER




{




xfsIPMMBStatOK(12),




xfsIPMMBStatFull(23),




xfsIPMMBStatHigh(34),




xfsIPMMBStatInop(45),




xfsIPMMBStatMissing(56),




xfsIPMMBStatUnknown(67),




xfsIPMMBStatEmpty(78)




}

…

--  ***********************************************************************


-- IPM Sub Device Status Table                    

--             

-- The ASN.1 prefix for Version 1 of IPM is: 1.3.6.1.4.1.16213.2.16.1.3

-- ***********************************************************************

…



-- 1.3.6.1.4.1.16213.2.16.1.3.1.14



xfsIPMSubDeviceMBStatus OBJECT-TYPE




SYNTAX IxfsIPMSubDeviceMBStatus




MAX-ACCESS read-only




STATUS current




DESCRIPTION





"Contains the status of the media bin. Allowed values are:





xfsIPMMBStatOK(12),





xfsIPMMBStatFull(23),





xfsIPMMBStatHigh(34),





xfsIPMMBStatInop(45),





xfsIPMMBStatMissing(56),





xfsIPMMBStatUnknown(67),





xfsIPMMBStatEmpty(78)"




::= { xfsIPMSubDeviceEntry 14 }
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